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Attachments:


1. Overall Description:

SA3 thanks SA2 for the LS (S2-2001730) on AMF Reallocation via RAN re-routing. In the LS SA2 asks SA3 to clarify the scenarios and security impacts of network slice isolation including the security risks of supporting N14 between network slices, and provide their conclusions to SA2, and to provide feedback as to whether infringement of NSSAI privacy settings during the registration procedure at the benefit of directly accessing an Isolated Network slice is acceptable.
After discussion in the SA3 #98 meeting, SA3 would like to feedback as following:

1. N14 is a reference point between two AMFs, which is defined in the 3GPP TS 23.501. In the context of network slice isolation, the two AMFs of an N14 still belong to the same core network of a PLMN. SA3 has addressed the core network security in Clause 5.9 of its 3GPP TS 33.501. So SA3 doesn’t identify any security risks of supporting N14 between network slices. On the other hand, this doesn’t exclude other reasons that SA2 may have other than the security reasons to not supporting N14.
2. NSSAI privacy is of great importance. Infringement of NSSAI privacy introduces security vulnerability to the whole network, Even though the inclusion of the NSSAI in the clear in RRC signalling is a one-time operation. It is not acceptable to infringe the NSSAI privacy as long as other means could be leveraged to address the issue.
2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to take the information above into account in their future work.
3. Date of Next TSG-SA WG3 Meetings:

SA3#99
11 – 15 May 2020
Dubrovnik, Croatia

SA3#100
6 -10 July 2020
Bath, Great Britain
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